Information Technology

2010/2011 Objectives

*elevated to Mr. King
*Support the University's Sustainability Effort
In order to support the University's effort for sustainability and EO 82, IT will develop and implement a plan to reduce power consumption of computers.
· Continue to develop and implement strategies enabling the university to power off computers at night but maintain patching and update capabilities.  

· Incorporate this effort within the public computing facilities we manage as well and work with departmental lab managers to incorporate similar strategies.

· Work with Dell and Apple to create the most power efficient computer configurations (bundles) for the University to purchase. 
· Utilize virtual computing server software strategies to combine server software functions to combine running multiple environments on servers thereby reducing the overall number of servers and therefore reducing the power and air conditioning required.
*Support the Implementation of the new University Advancement System
Support University Advancement in the implementation of a new Advancement system by managing the project and providing technology support.  Work with Advancement division and designated project team to ensure appropriate data conversion, reporting strategy and training is available to support the on-going business objectives of the Advancement division.
· Manage the project team focused on software implementation and data conversion from the existing software to Advance.

· Manage the project and participate and monitor the detailed project planning.

· Participate in the requirements analysis/fit-gap.

· Participate in the high-level/detailed design of the solution including data mapping from the current Viking system.

· Provide technology support during the implementation.

· Ensure appropriate reporting strategy is defined and in place for go-live.

· Ensure project communications are broad in focus and touch all stakeholders.

· Provide training to support the project and ensure appropriate just-in-time training is in place for go-live.
Continue to Enhance the Desktop Management Solution for JMU-Owned Computers
Continuing to enhance the Desktop Management solution by implementing upgrades of critical anti-virus and management components. Implementing Symantec Endpoint Protection (SEP) is necessary to stay current and offer increased virus/malware protection and monitoring of campus PCs. Upgrading Microsoft's Systems Management Server 2003 (SMS) to System Center Configuration Manager 2007 (SCCM)is necessary to stay current and provide management capabilities to Windows 7. Both of these implementations provide support to the vast majority of campus PCs.
· Investigate technical training on SEP and SCCM products for internal IT staff.

·  Install, configure and test SEP and SCCM.

·  Prepare support plans for both products.

·  Create communication plan for campus roll-outs.

·  Roll-out products to campus.

*Leverage Student-Owned Hardware
Leverage student-owned hardware by providing students access to lab software from their personal computers. This will benefit students who, because of their schedules or the availability of computer labs have difficulty gaining access to the labs. This can also serve to alleviate lines waiting for access to computers in the labs.
· Determine technology that will be used to provide student access to software.

·  Work with vendors to resolve licensing issues.

·  Implement pilot solution for a select number of applications.

·  Actively market the solution to pilot group of students.

·  Gather and respond to feedback from students.

·  Determine need for expanded implementation and create representative budget request.
*Explore methods to decrease energy consumption and resource usage related to computing labs
To support the university initiative related to sustainability, we will explore methods to decrease energy consumption in the computing labs to power down equipment when not in use, and decrease resource consumption by enabling the option of duplex printing.
· Explore Wake on LAN (WoL), BIOS and other technologies to enable equipment to power down when not in use.

·  Implement solution(s) across general labs.

·  Procure printers capable of duplex printing.

·  Implement a print solution that allows students to select duplex printing as an option in the computer labs.

·  Actively market duplex printing option to students.

 *To Provide a Network Infrastructure that enables JMU to meets its mission and goals
Enhance our network infrastructure by building in redundancy, migrating to switch technology, providing 100mb to the desktop and wireless service throughout.
· Continue to upgrade network components before their end of life.

· Continue to implement layer three network solutions in the residence halls to consolidate traffic and enhance the user experience.

· Continue to expand our wireless service into the residence halls and administrative and academic buildings.
· Continue to work toward redundancy in our data center.

· Decide on a Network Access Control solution.
· John the National LambdaRail and Internet2 Research Networks.
*Provide a secure network infrastructure to meet the needs of the JMU community

Continue to apply best practices, new technologies and security awareness to the JMU community.

· Deploy sensitive data search tools to managed desktops to locate sensitive data caches and, with cooperation and participation by management, encourage the data holders to do one or more of the following:  delete the data, take the data offline and encrypt it, if the data must remain online, significantly tighten security.
·  Implement an SSL VPN service for remote access to replace the current service.

· Secure remote access for the JMU community

· Increase access control strength for staff  with elevated privileges
· Secure Gateway for protective services 

· Implement technical isolation plan for computers in scope of PCI compliance regulations.

*Continue build out and migrate equipment to our multiple data centers
In order to meet the University's long term needs for Information Technology resources, continue to research, design and develop additional data center environments. 
· Plan and implement a new File and Print environment.  Procure appropriate server hardware, storage, and backup to support this change.

· Continue to improve monitoring capabilities in the data centers.  Where possible, begin to establish baselines for power usage.

· Procure additional SAN storage to support growth of critical system data.
· Procure additional Virtual Tape Storage capacity to support increased data backup requirements.
· Upgrade the Exchange 2007 e-mail platform to Exchange 2010 and integrate with the student Live@EDU environment.
· Implement a collaborative environment for faculty and students using Exchange, Live@edu, Online Communications Server and federation services.

Implement Information Security Baselines
Assure minimum information security baselines are established, communicated and implemented throughout the university to address information security and compliance concerns.
· Identify and communicate minimum information security/data management baselines applicable throughout the university.
· Create and implement a plan for evaluating compliance with baselines, addressing gaps/exceptions and effectively coordinating security responsibilities and expectations across the university.
· Develop and offer a technology/information security risk assessment service to areas throughout the university.
· Establish and communicate procedures to be used by customers and local support personnel in coordinating information security triage and incident response activities with IT.
Identity Management Phases 2 and 3

Initiate and plan Phases 2 and 3 for the Identity Management project.  Execute, Control and Close-Out Phases 2 and 3 in accordance with the approved project management plan.
· Complete remaining Phase 2/3 requirements in accordance with the approved schedule.

·  Identify the key objectives that need to be considered for implementation during Phase 4.

·  Develop an initial project description, proposal and charter for Phase 4 of the IdM project.

·  Prepare and gain management approval of the project management plan. The project management plan will detail the staffing/resource requirements.

·  Execute, control and close out the projects in accordance with the approved project management plans.

*Campus Solutions, Human Resources and Finance Upgrades

The objective is to complete the latest application version upgrade for Campus Solutions (SA) and Finance and to plan and initiate the upgrade for Human Resources. Planning and implementation of the upgrades are necessary to ensure the University remains on a vendor supported version of the applications and that we remain in compliance with all local, state and federal legislation and regulations.

· Working with the campus community to implement the Campus Solutions (SA) and Finance upgrades ensuring application functionality is maximized in accordance with the University mission and objectives.

· Utilize the fit gap analysis to maximize the elimination of current customizations where possible.

· Implement the Campus Solutions (SA) and Finance upgrades in accordance with the approved project plan. Finalize the project plan for the Human Resources upgrade.

