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Homeland Security Investigations (HSI)

Objectives
Provide information on the following:
o HSI / Counter-Proliferation Investigations (CPI)
* Project Shield America (PSA)
o Export Control Laws, Sanctions and Authorities
« Definitions and Exemptions for Academia
o Export Controls: The Basics //Zlﬁ“\‘{\
e Compliance Challenges in Academia
 Pitfalls, Red Flags and Due Diligence
 Recommendations

* Consequences of Non-Compliance m
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Homeland Security Investigations (HSI)
Homeland Security Investigations

e HSI is the Investigative arm of Immigration
and Customs Enforcement

« HSI is responsible for investigating the illegal
movement of people, goods and finances into,
within and out of the United States

e HSI is the largest investigative arm in DHS
and second largest federal investigative agency
In the U.S.
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Presenter
Presentation Notes
HSI has the authority to investigate over 400 federal statutes and combines the nations immigration and customs authorities.



Homeland Security Investigations (HSI)
DHS Organizational Chart
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Presentation Notes
Department of Homeland Security is comprised of seven separate agencies
HSI falls under Immigration and Customs Enforcement


Homeland Security Investigations (HSI)
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Presentation Notes
HSI has over 200 domestic offices throughout the U.S. including 26 Special Agent in Charge (SAC) offices.
HSI has 72 international attaché offices located in over 47 foreign countries.


Homeland Security Investigations (HSI)
Counter-Proliferation Investigations (CPI)

« Within HSI is the Counter-Proliferation
Investigations (CPI) Program

e CPI conducts criminal enforcement of ALL
U.S. Export Control Laws

« According to a Department of Justice
analysis, HSI was involved in over 73% of
the major export enforcement and embargo
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Presentation Notes
CPI Special Agents:
Derive their statutory authority to investigate export violations from customs laws found in Title 18 and 19 of the United States Code. Specifically, HSI Jurisdiction to investigate AECA violations comes from Executive Order 11958 (1977) and 22 C.F.R. §127.4(b) and for the EAA comes from Title 50, and is preserved in the EAR by Executive Order and International Emergency Economic Powers Act.
Are tasked with preventing the illegal export of U.S.-origin dual-use and military technology, goods and services
Prevent proliferating countries, terrorists, trans-national criminals from obtaining strategic materials, funds and support
The DOJ analysis looked at over 220 major export cases prosecuted between 2007 and April of 2012. This analysis demonstrates HSI’s commitment to the enforcement of U.S. export control laws.






Homeland Security Investigations (HSI)
Counter-Proliferation Investigations (CPI)

e CPI works with all of its federal partners in
the enforcement of U.S. Export Control Laws

o HSI’s statutory customs border search
authority allows for the search, detention and
seizure of illegal exports

* HSI has the authority to investigate criminal
violations of the ITAR (22 CFR § 127.4)
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Presentation Notes
In addition to deriving its customs authorities from the U.S. Customs Service, HSI also has statutory authority to investigate the ITAR as laid out in section § 127.4.  
HSI has dedicated 12 offices throughout the U.S. as Counter-Proliferation Investigations Centers (CPIC)
CPICs dedicate resources at strategic U.S. locations in order to combat illicit procurement attempts and the proliferation of sensitive technology and military weaponry


Homeland Security Investigations (HSI)

Export Enforcement Coordination Center (E2C2)

* Housed at HSI Headquarters with representation
from each agency involved in the enforcement of
export control laws

* Serves as the primary forum for enforcement and
Intelligence agencies to de-conflict and coordinate
export enforcement actions

* Primary point of contact between enforcement
and licensing agencies

« Coordinates public outreach to trade community
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Presentation Notes
Created as a result of the Export Control Reform Initiative and Executive Order 13558
The E2C2 is housed at HSI headquarters and has representation from FBI, BIS, CBP, DOJ, OFAC, DDTC, ATF, NCIS, DCIS, AFOSI, DIA, ODNI, DSS, ONI and DOE.
The E2C2’s Director is an HSI Special Agent. The E2C2’s two Deputy Directors are Special Agents from the Federal Bureau of Investigation (FBI) and Department of Commerce’s Bureau of Industry and Security (BIS)
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Homeland Security Investigations (HSI)
Project Shield America

Seek greater compliance and awareness of export control Iaws

Prevent the inadvertent violation of export control laws In
academia

Seek cooperation from academic institutions in protecting
controlled technology from illegal export and reverse
engineering

Establish more formal and informal dialogue through stronger
government/academic partnerships A

/7]

Enhance U.S. National Security

U.S. Immigration

and Customs
Enforcement ﬁm
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Presentation Notes
Project Shield America was developed in 2001, to enhance cooperation between HSI and private industry engaged in the manufacture/sale/export of licensable commodities.  HSI recognizes that the real first line against illegal exporting is private industry and academia.  Academia plays a vital role in the advancement of technology and employs our nation’s best and brightest. We need cooperation from both academia and industry to effectively do our jobs.



Homeland Security Investigations (HSI)

U.S. Export Control Laws

* Arms Export Control Act
(AECA)

e Title 22 U.S.C. § 2778
o Title 22 C.F.R. § 120-130

o Military Items, Services and
Brokering

e Export Administration
Regulations (EAR)

o Title 15 C.F.R. § 730-774

e Dual Use Technology
(Commercial & Military)
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Presenter
Presentation Notes
AECA – Is governed by the International Traffic in Arms Regulations which are a set of U.S. Government regulations that and control the export of defense-related articles and services located on the U.S. Munitions List (USML). There is a record keeping requirement of 5 years from export. ITAR regulations also require registration with DDTC to export or broker items located on the USML. Criminal violations enforced by HSI while civil and administrative violations are enforced by State Department DDTC. 
ITAR – For further guidance, refer to the Code of Federal Regulations Title 22 C.F.R. § 120-130 
EAR – Governs export of commercial and dual use items, administered by Dept. of Commerce which controls the CCL and Commerce country charts, enforced by HSI and BIS. 
EAR – For further guidance, refer to the Code of Federal Regulations Title 15 C.F.R. § 730-774 – especially section 734 (Scope of the EAR).
In contrast to the way in which U.S. Munitions List (USML) items are exported, the end-use country often determines whether a license for a Commerce Control List (CCL) item is required. 
Export violations are also investigated by the FBI when these violations involve foreign counterintelligence. 



Homeland Security Investigations (HSI)
U.S. Export Control Laws

« International Emergency * Trading With the Enemy Act
Economic Powers Act (IEEPA)  (TWEA)
» Title 50 U.S.C. § 1701 * Title 50 U.S.C § App 1- 44

 “FACR” 31 C.F.R. § 500-599

e Economic and Trade
Sanctions

e Goods and Services
e Qutbound Smuggling

e Title 18 U.S.C. § 554

* Any merchandise
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Presentation Notes
IEEPA - Administered by the Department of Treasury, Office of Foreign Assets Control (OFAC), Economic sanctions and embargoes against countries and individuals (i.e. terrorists), criminal violations are enforced by HSI and civil violations issued by OFAC.
Realize that most embargoes against countries are country specific and the sanctions are not always “across the board”.
IEEPA – For further guidance, refer to the Foreign Asset Control Regulations (FACR) found in the Code of Federal Regulations (CFR) § 500-599.
Smuggling – 18 USC 554 became effective in 2006 and is the transportation, concealment, transfer, purchase of any merchandise knowing that it is to be exported contrary to any law or regulation. Must intend to export or send from the US fraudulently or knowingly. Criminal violations enforced by HSI.
TWEA - Only applies to Cuba at this time, administered by OFAC, no exports or imports without OFAC authorization (humanitarian exceptions) 






Homeland Security Investigations (HSI)

Primary Export Licensing Agencies

U.S. Dept. of State

Directorate of Defense Trade
Controls (DDTQC)

U.S. Dept. of Commerce
Bureau of Industry and Security

(BIS)

U.S. Dept. of Treasury
Office of Foreign Assets Control

(OFAQC)

Regulates Export & Licensing
of Single-Use Defense Articles

(military and space applications)

Controlled Items List:
- U.S. Munitions List (USML)

Regulations Defined By:
« ITAR

Violations Enforced Under:
« AECA

* Regulates Export & Licensing

of Dual-Use Commodities
(Commercial & Military Applications)

» Controlled Items List:
- Commerce Control List (CCL)

* Regulations Defined By:
*EAR

* Violations Enforced Under:
EAA/IEEPA

* Regulates Licensing of
Transactions involving
sanctions & embargos

e Comprehensive & Selective

Regulations may apply to:
» Countries
e Companies
* Individuals

* Regulations Defined By:
» Sanctions/Embargos

e Violations Enforced Under:
e |EEPA



Presenter
Presentation Notes
Dual Use – Item, technology or activity that has both commercial and military or proliferation applications regulated by Department of Commerce. Dual Use is used to describe items that are subject to the EAR, however, some purely commercial items without obvious military use are also subject to the EAR.



Homeland Security Investigations (HSI)
Definitions

International Traffic in Arms Regulations (ITAR) - U.S.
State Department regulations that govern the AECA (Title 22
USC § 2778) and control the export of defense-related articles
and services located on the U.S. Munitions List (USML).
ITAR regulations require registration with Directorate of
Defense Trade Controls (DDTC) to export or broker items
located on the USML. Criminal violations enforced by HSI
while civil and administrative violations are enforced by State

Department DDTC.

U.S. Immigration

& 2
%@: and Customs
%/ Enforcement



Presenter
Presentation Notes
Under the ITAR, there is a record keeping requirement for all associated regulated activity for a period of 5 years.




Homeland Security Investigations (HSI)

Definitions

Technical Data - Required for the development of
defense articles, including information in the form of
blueprints, drawings, photographs, plans, instructions,
and documentation. Also includes classified information
relating to defense articles and defense services,
Information covered by an invention secrecy order and
certain software directly related to defense articles.
[ITAR § 120.10]
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Presentation Notes
Abbreviated definition from the ITAR
This definition does not include information concerning general scientific, mathematical or engineering principles commonly taught in schools, colleges and universities or information in the public domain as defined in §120.11. It also does not include basic marketing information on function or purpose or general system descriptions of defense articles.
In order to be eligible in the U.S. to participate in any ITAR-controlled transaction, to apply for or to use a license approval, to be an applicant or a party, either directly or indirectly, you must have a current registration with DDTC (§ 122.1) and be a U.S. person.  Also you must NOT be ineligible under AECA or ITAR ( previous criminal indictment/conviction/debarment etc.)
According to a Department of State Public Notice 3954 issued in 2002, registration is NOT required for use of certain fundamental research exemptions. 



Homeland Security Investigations (HSI)

Definitions
Deemed Export

 Used to describe the transfer of technology or technical datato i
foreign persons usually while inside of the U.S.
o Concept applies to both the EAR and the ITAR
e Deemed export can include controlled tangible items,
software/software code or information
« Unless an exception or exemption applies, an export license is TS
required when the following conditions are met:
 Intent to transfer controlled information to foreign nationals
while in the United States; and
» Transfer of the same technology to the foreign national's home
country would require an export license
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Presenter
Presentation Notes
Although the ITAR does not use the term “deemed export” it incorporates the same principal as the EAR through the illegal transfer of technical data to foreign persons either inside or outside of the U.S.
Deemed exports could occur over e-mail, file sharing, at conferences or simply through discussions with foreign nationals
Civil and criminal actions can be taken against deemed export violators or those involved in the illegal transfer of technology



Homeland Security Investigations (HSI)

Definitions
Deemed Export

« EAR - The release of technology or source code to a foreign
national while on U.S. soil. An export is “deemed” to have taken
place when controlled technology is transferred through visual
Inspection, oral exchange, or by practice or application. [15 CFR

§ 734.2(b)(2)(i1)]

 |ITAR - Disclosing or transferring (including oral or visual
disclosure) technical data to a foreign person or performing a
defense service on behalf of or for the benefit of a foreign person
whether in the United States or abroad. [22 CFR § 120.17]

@2 U.S. Immigration

=]
%@: and Customs
%/ Enforcement



Presenter
Presentation Notes




Homeland Security Investigations (HSI)

Definitions

Foreign Person: any natural person who is not a lawful
permanent resident as defined by 8 U.S.C. 1101(a)(20) or who is
not a protected individual as defined by 8 U.S.C. 1324b(a)(3). It
also means any foreign corporation, business association,
partnership, trust, society or any other entity or group that is not
Incorporated or organized to do business in the United States, as
well as international organizations, foreign governments and any
agency or subdivision of foreign governments (e.g., diplomatic
missions). [ITAR § 120.16]
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Presentation Notes
The commonly accepted definition used by DDTC and BIS for deemed export purposes states that a foreign person is anyone who is NOT a U.S. Citizen by birth or naturalization, a lawful permanent resident or protected individual. Although not specifically stated in the ITAR definitions of U.S. person (§ 120.15) or foreign person (§120.16), a U.S. person can be anyone who is a U.S. Citizen by birth or naturalization. 


Homeland Security Investigations (HSI)
Definitions

Defense Article: Any item or technical data on the USML.
[ITAR §120.6]

Defense Service: The furnishing of assistance, including
training, to foreign persons, whether in the United States or
abroad in the design, development, engineering, manufacture,
production, assembly, testing, repair, etc. of defense articles.
Also, the furnishing to foreign persons of any controlled
technical data. [ITAR § 120.9] E
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Homeland Security Investigations (HSI)

Definitions

Form [1-129:

o U.S. Citizenship and Immigration Services (USCIS) petition
form for non-immigrant workers

 Part six of this form is known as the “Deemed Export
Acknowledgment” section and is a certification warning
against the release of controlled technology to foreign persons
In the U.S.

* Only applied to certain petitions (H-1B, H-1B1
Chile/Singapore, L-1, and O-1A petitions)

e Implemented to address illegal technology transfers and the
threats of WMD proliferation, illicit weapon production, and
Industrial espionage

U.S. Immigration
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Presenter
Presentation Notes
Part 6 of USCIS Form I-129 is called the “Certification regarding the Release of Controlled Technology or Technical Data to Foreign Persons in the United States”
Loss of proprietary R&D can damage the U.S. economy and enhance foreign competitors
The U.S. Intelligence Community has identified the aggressive illegal collection of critical U.S. technology by foreign nationals. The Deemed Export acknowledgement was developed as a measure to counter this threat.
It is important to note that deemed export restrictions apply to all foreign persons, regardless of whether or not they are required to fill out the I-129 part 6 notification. 



Fundamental Research Exclusion:

Homeland Security Investigations (HSI)
Academic Exemptions

 Basic and Applied Research in science and
engineering at accredited institutions of higher
learning where the resulting information is ordinarily
published and shared broadly in the scientific
community, as distinguished from research results
which are restricted for proprietary reasons or
specific U.S. Government access and dissemination
controls [ITAR § 120.11(8)].
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Presentation Notes
It is important to note that Fundamental Research Exclusion provisions are applicable to BOTH the ITAR and the EAR

ITAR - 22 CFR § 120.11 (8) and 123.16(b)10 

University Research will NOT be considered fundamental research if:
1.) The University or its researchers accept other restrictions on publication of scientific and technical information resulting from the project or activity.
2.)  If the research is funded by the US Government and specific access and dissemination controls protecting information resulting from the research are applicable [ITAR § 120.11(8)]. Note   that this provision is limited to the ITAR.
Also, remember that Fundamental Research Exclusions generally apply to data, research and information and NOT the transmission of material goods or items. This is true for both the EAR and the ITAR. However, it should be noted that there are provisions in the ITAR that allow for physical exportation of articles fabricated only for fundamental research purposes without a license if done by accredited U.S. institutions of higher learning (provided that certain conditions are met).  See 22 CFR § 123.16(b)10 

EAR - 15 CFR § 734.8 and § 734.11

15 CFR § 734.8 states that “fundamental research” is basic and applied research in science and engineering, where the resulting information is ordinarily published and shared broadly within the scientific community. Such research can be distinguished from proprietary research and from industrial development, design, production, and product utilization, the results of which ordinarily are restricted for proprietary reasons or specific national security reasons as defined in §734.11(b) of this part.
Under §734.11, any export or reexport of information resulting from government-sponsored research that is inconsistent with contract controls you have agreed to will NOT qualify as “fundamental research” and any such export or reexport would be subject to the EAR. Any such export or reexport that is consistent with the controls will continue to be eligible for export and reexport under the “fundamental research” rule set forth in §734.8(a) of this part. Therefore, if you abide by the specific controls you have agreed to for the research, you do not need to be concerned about violating the EAR. If you violate those controls and export or reexport information as “fundamental research” under §734.8(a), you may subject yourself to the sanctions provided for under the EAR, including criminal sanctions, in addition to administrative and civil penalties for breach of contract under other law.
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Homeland Security Investigations (HSI)

Academic Exemptions
Public Domain Exclusion: ITAR Provisions

e Includes information published In
magazines, journals, etc. OR not published,
but released with unlimited distribution after
approval by the cognizant US Government,
Department, or Agency [ITAR § 120.11(7)]



Presenter
Presentation Notes
If the research is published in the public domain in accordance with the ITAR and EAR, it may be exempt from export controls.
It should be noted that under the ITAR, fundamental research information does NOT have to already have been published to be considered “public domain” information.  It is information that is generally accessible and available to the public and is unique to higher learning institutions.  It is one element under the public domain definition that makes the information exempt from licensing.  
It is important to note that publicly releasing otherwise controlled information that does not qualify for an exemption will not shield someone from criminal or civil penalties. 



Homeland Security Investigations (HSI)

Academic Exemptions

Public Domain Exclusion: EAR Provisions

 Published information in print, film, recordings,
etc.

 Certain publicly available technology and
software

 Patents and published patent applications

e Fundamental research

» See the EAR sections [§ 734.3(b)3, 734.7 and
734.10]
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Presenter
Presentation Notes
If the research is published in the public domain in accordance with the ITAR and EAR, it may be exempt from export controls.
15 CFR § 734.10 covers “Patent Applications”, while 15 CFR § 734.7(a) 3 refers to this exemption as “Patents and open (published) patent applications”.



Homeland Security Investigations (HSI)

Academic Exemptions

Educational Instruction Exclusion:

 Information released in catalog listed courses

 Faculty may discuss certain technologies in labs or
classrooms even in the presence of foreign
nationals

 Information must be general scientific,
mathematical, or engineering principles commonly
taught in schools, colleges, and universities, and
Information in accordance with the public domain

exclusion
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Presenter
Presentation Notes
This does NOT apply to certain information deemed proprietary or classified by the federal government. Also, this exemption does not apply to certain sensitive federal government information.
The fact that information us considered “sensitive” by the federal government does not always mean the information is “export controlled”. For example, certain medical information protected by HIPAA laws is sensitive but not necessarily export controlled. 
Also, all proprietary federal government information is not export controlled. For example, government publications that are copyrighted are proprietary, but this in itself does not make these proprietary works export controlled. 



Homeland Security Investigations (HSI)

Academic Exemptions

Bona Fide Full-time Employees Exemption:
Applies to unclassified technical data in the U.S. by U.S.
universities to foreign nationals where:

« Foreign national is university's bona fide full-time employee,
and

» Foreign employee permanently resides in U.S. during
employment, and

* Foreign employee is not a national of an embargoed country,
and

« University informs the employee in writing that information

disclosed may not be disclosed to other foreign nationals
without governmental approval [ITAR § 125.4(b)(10)]
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Presentation Notes
Most graduate students will NOT qualify under the bona fide full-time employee exemption as they are not considered bona fide full time employees.





Homeland Security Investigations (HSI)

Academic Exemptions

« Fundamental Research Exclusion does NOT apply to:

o

5. Research conducted outside of the U.S.

Most physical goods

Software 6. Research with publication restrictions on results
Encryption (Exemptions under 15 CFR § 734.11)

Certain non-publishable /- Federally funded research with certain access
research and dissemination controls on project results

(Also, see 15 CFR § 734.11)

 |n addition to determining the applicable exclusion, always

check updated list of ITAR prohibited countries, embargoed
countries, sanctioned countries, denied persons, specifically
designated nationals, etc.
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Presenter
Presentation Notes
Publication restrictions does not include a pre-publication review by research sponsors to ensure the protection of proprietary or patent information.
If the university accepts any publication restrictions on the results of the research, the research may not be considered fundamental research.
OFAC has specifically exempted “information and informational materials” from certain embargoes. Therefore, some collaboration with universities and/or scholars in sanctioned countries may be permissible and qualify for a General License from OFAC. However, these exemptions need to be confirmed and accepted prior to any collaboration.  
Certain non-ITAR controlled research that is withheld from publication for quality control purposes is still eligible for the fundamental research exemption. For example, if a researcher chooses not to publish unexpected or poor results and chooses to conduct further research in order to accomplish better results, before publishing, that research may still be exempt from export control under the fundamental research exemption.


Homeland Security Investigations (HSI)

Fundamental Research - National Policy

« National Security Decision Directive (NSDD) 189
Issued by the President and formally defined
fundamental research.

 Set the national policy expectation that the flow of
Ideas and information resulting from fundamental
research should not be restricted

 NSDD 189 supports the principal of limiting the
restrictions to federally funded fundamental
research
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Presentation Notes
NSDD 189 – Was issued by the President in 1985 and pertains to scientific, technical and engineering information resulting from fundamental research.
NSDD 189 states that, should restriction be necessary, that classification is the appropriate mechanism, i.e., “No restrictions may be placed upon the conduct or reporting of federally-funded fundamental research that has not received national security classification, except as provided in applicable U.S. Statutes.”



Homeland Security Investigations (HSI)

Software / Encryption

« Depending upon the application and level of encryption,
encrypted software may be controlled under either the
EAR and ITAR

o Under the EAR, encryption may include software,
hardware or other technology that incorporate encryption

e Many dual use encryption items fall under Category 5 of
the EAR or are classified as EAR99
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Presentation Notes
Encryption has many definitions, but generally speaking, it is the process of converting data to make it unintelligible or the process of obscuring information.
Encryption software in either source code or object code that is specifically designed for military, space or intelligence applications is controlled under the ITAR. This can not be shared with a foreign person unless already in the public domain or unless an applicable exemption or license exemption applies.
Products or technology classified as EAR99 can be shipped without a license (except to embargoed or sanctioned entities) 
Dual use encryption software in either source code or object code that is subject to the EAR may require a license or a license exemption under the EAR in order to leave the U.S. (See EAR Section § 742.15)
According to 22 CFR § 121.8(f) (ITAR), software includes but is not limited to the system functional design, logic flow, algorithms, application programs, operating systems and support software for design, implementation, test, operation, diagnosis and repair. A person who intends to export software only should, unless it is specifically enumerated in § 121.1 (e.g., XIII(b)), apply for a technical data license pursuant to part 125 of this subchapter. 
U.S. persons are prohibited from providing technical assistance to foreign nationals with regards to encryption software controlled for export, that does not fall under an exemption. 



Homeland Security Investigations (HSI)
Export Controls: The Basics

e EXxport controls may apply in the university setting
regardless of whether or not the university project is
funded by a grant (public or private) or some other
contractual agreement

* EXxport controls may also apply to a project even if the
sponsor’s award documentation does not specmcally
mention export controls (
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Presentation Notes
Export controls may not always be specifically tied to a grant.
The following is a potential example of how export controls may apply to an unfunded research project: 
A colleague in Iran could ask a U.S. faculty member to perform DNA analysis on research samples and the resulting information will be published.  Export controls could still be involved even though there is no research award or contract (i.e. no exchange of funds at all).  The physical importation of the research samples into the U.S. could require a license, as could the exportation of “services” to Iran (i.e. performing the analysis at the request of the Iranian researcher).  


Homeland Security Investigations (HSI)

Export Controls: The Basics

Export Controls may apply to the following activities:

. Shipment of items to locations outside of the U.S.

. Travel to certain sanctioned or embargoed countries for
research or teaching

. Transfer of export controlled technical data to persons
located outside of the U.S.

. Sharing of export controlled scientific or technical
Information with foreign nationals within the U.S.

U.S. Immigration

. and Customs
%/ Enforcement
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Presentation Notes
Sharing of technical information could occur electronically, verbally, in writing or through visual disclosures.


Homeland Security Investigations (HSI)

Export Controls: The Basics

How Does Something Become Export Controlled?

Controlled
Technology

Controlled items,
services and
technologies that
are subject to
regulations and
found on a control
list (CCL or

Destination
Is destined for an
embargoed
location
especially Cuba,
Iran, N. Korea,
Sudan and Syria

\ U.S. Immigration
and Customs
Y/ Enforcement

End Use

The end use
includes weapons

End User

The end user is a
Specially
Designated
National or
foreign military

proliferation or
involves

knowledge of a
violation force


Presenter
Presentation Notes
These are the four ways in which something generally becomes export controlled
CCL – Commerce Control List, which is divided into 10 separate categories (dual use technology)
USML – United States Munitions List is a list of articles, services and technology designated specifically as defense and space related  
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Export Controls: The Basics

When Technology is Moved to Export Controlled Status

(‘
Research « All technical data is determined to be
prior to export in the Public Domain and has no
control dissemination restrictions
restrictions L

f
;Etzzfaethort « All new technical data generated by
control P < research done under this contract is
estrictions now export controlled
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Presentation Notes
If a research project is being conducted where the results are published in the public domain and there are no access and dissemination controls associated with the project, these results are not export controlled. 
Once a change takes place in the project and the sponsor places publication restrictions on the results of the research, all new technical data generated by this research no longer falls under one of the aforementioned export control exemptions.
If the project results become subject to export controls, all new data generated by this research will become export controlled. 
An example may be a university research project looking at the aerodynamics of a particular military aircraft. The U.S. Air Force may then agree to provide a grant to the university to further develop this technology for use by the U.S. military. This grant may include export controls on the results of this research due to the defense application of the project. All new technical data generated by this project will now be export controlled. 
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Compliance Challenges in Academia

1. Multiple regulatory authorities
 Immigration laws (DHS)
«  Evolving sanctions (Treasury)
 Licensing agencies (DOS, DOC, Treasury and others)
«  Evolving definitions in export control

2. Informal/unauthorized research partnerships

3. Information exchanges — email, FTP, cloud
computing, international conferences, lab tours,
foreign academic partnerships and exchanges

4. Foreign students, scientists and scholars L

5. De-centralized structure of universities @
T S SN Sron CHALLENGES
%Hé* %n%o(r:élesrtl?eni kD
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Presentation Notes
The scope of university research activity is one of the most significant challenges faced in the university export control environment. Universities, could conceivably have information or items from nearly every ECCN and USML category, as well as materials covered by other export control regulations such as DEA controlled substances or tissues from endangered species.
The fact that most universities generally don’t have a centralized shipping office or international travel office also presents an export compliance challenge. 


Homeland Security Investigations (HSI)

Can Students “Use” Dual Use Equipment

Do you have
Is the information Is it operation, The
needed to operate merely installation, technology
the item publicly being maintenance, is possibly

available? operated? repair, overhaul EAR99
AND refurbishing?

Not going to
Outside the meet the

scope of definition of
regulation “use”

technology Evaluate for

U.S. Immigration license

k) and Customs requirements
Enforcement
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Presentation Notes
The EAR defines “use” technology as specific information necessary for the “operation, installation (including on-site installation), maintenance (checking), repair, overhaul and refurbishing” of a product. See EAR Section § 772, definitions of “technology” and “use.” If the technology available to the foreign national does not meet all of these attributes, then it is not “use” technology for deemed export licensing purposes. 
ECCN = The commodity’s Export Control Classification Number according to the EAR.
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Homeland Security Investigations (HSI)

Potential Pitfalls

Foreign students (visa issues, deemed exports, etc.)
Student assignment w/out review or little oversight

No physical access controls of research facilities
~oreign travel / delegations / transporting digital media
~oreign university partnerships

_ack of export control training

~aculty working on outside contracts (private

agreements)

Data exchanges
Project staffing changes

U.S. Immigration
and Customs
Enforcement
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Red Flag Indicators

Multiple requests for identical product or research
Uneducated, unfamiliar and/or uninformed end usel
Vague or non-existent end-user information

Refusal to provide end-user certificate

Suspect end-user located in a transshipment location
Hand-carry of data or equipment

Request for replacement parts to wrong customer location

Troubleshooting inquiries by e-mail from different end-
user or in the wrong language

OMA} 1 -
’!gfa U.S. Immigration

. and Customs
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Presentation Notes
Red flag indicators raise questions about the legitimacy of a customer or a transaction. Red flag indicators should cause the exporter to conduct further due diligence and additional inquiries into the transaction. If the red flag indicators can not be explained or justified and the exporter proceeds with the transaction, the exporter may run the risk of violating export regulations.
When red flag indicators cannot be explained or justified, the exporter can contact HSI to further investigate the inconsistencies.  
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Targeted Technologies

e Information Systems  Positioning, Navigation, and Time
« Lasers, Optics, and Sensors Technology

e Aeronautics Systems e Information Security

e Electronics e Armaments and Energetic

Materials
e Space Systems
 Materials and Processes

o Marine Systems

2011 Defense Security Service Report: Targeting U.S. Technologies: A Trend
Analysis of Reporting from Defense Industry

@2 U.S. Immigration
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Presentation Notes
List of top ten targeted technologies per the Defense Department
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Methods Used to Target Technology

Unsolicited emails
Front companies

Liaisons with universities that

have ties to defense
contractors

Recruitment by foreign
Intelligence services

National laboratories

Compromise of laptop while
traveling overseas

Attending/Hosting
conferences

Relocating R&D facilities
overseas

Circumventing export
control laws

Visiting scientific and
research delegations
Hacking

Downloading information
from your network

Source: Department of Commerce, Bureau of

U.S. Immigration

¥
O@: and Customs
o/ Enforcement

Industry and Security
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Avoiding Mistakes / Due Diligence

« Know what controls apply to your research, and if an
exemption applies

 |f your research is controlled, know who has access and if the
facility is capable of isolating this controlled technology

o See that transactions/orders for production parts or technology
are handled by export specialists

« Ensure that your export compliance specialists are
knowledgeable about your research/product and current export
controls and licensing procedures

« Screen for debarred parties, denied persons, designated
nationals

RT, . .
W» U.S. Immigration
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% W: and Customs
%/ Enforcement
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Recommendations

Create a university export control matrix or decision tree
Create protocols for international mailing

Maintain a list of sanctioned, proliferating and
transshipment countries

Work closely with the university designated school
official (DSO)

Create a policy on foreign travel and transport of digital
media

N

RECOMMENDED

U.S. Immigration
. and Customs

%/ Enforcement
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Presentation Notes
A Designated School Official (DSO) is a university employee responsible for representing the university in regards to F-1 non-immigrant student visa issues and keeping foreign students abreast of information needed to remain in status. A university may have a Principal Designated School Official (PDSO) and up to ten DSOs. The PDSO is responsible for maintaining the U.S. Government records associated with the university’s international students.


Homeland Security Investigations (HSI)
Recommendations

Establish a collection of “clean” computers, USB flash
drives, phones, and other digital media for the purpose of
foreign travel

Incorporate an export control training course

Conduct annual review of university international
shipments based on your university's freight forwarding
account

Avoid desktop sharing software
Avoid “cracked” or pirated software \
When In doubt, seek legal advice

RECOMMENDED
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Presentation Notes
A university’s freight forwarder may be FedEx, DHL or USPS. An annual review of university’s international shipments can identify if any contact was made with denied parties and which departments are frequently exporting.
Clean computers will minimize the risk of transporting controlled technical data or deemed export violations.
Desktop sharing software allows multiple users to access a computer terminal’s desktop simultaneously from anywhere in the world.
Pirated software violates numerous U.S. statutes and could serve as a conduit to unauthorized data sharing and potential export control violations
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Consequences of Non-Compliance

Criminal and civil penalties potentially resulting in:
« Millions of dollars in fines

o Jail sentences

e Damage to national security

 Loss of federal funding Ry,
 Loss of exporting privileges

» Loss of technological advantage through IP theft
e Damage to individual and institutional reputation

N
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Homeland Security Investigations (HSI)
Relevant Points of Contact

Issue

1. ITAR - military
application

2. EAR —dual use
commodity

3. Embargos /
Sanctions

4. Student visas

5. All potential
export control
violations

Agency
Department of
State - DDTC

Department of
Commerce - BIS

Department of
Treasury - OFAC

Citizenship and
Immigration
Services (CIS)
and HSI

HSI

Contact

. (202) 663-1282 -

www.pmddtc.state.qov

. (202) 482-4811 -

www.bis.doc.qov

. 1-800-540-6322 -

www.treasury.gov/ofac

. 1-800-375-5283 -

WWW.USCIS.Q0V

. 1-866-347-2423 -

WWW.ICE.Q0oV
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Presentation Notes
In addition to this PSA Academia export control compliance outreach, HSI also conducts an academic outreach program called Campus Sentinel, which focuses on visa compliance of non-immigrant  foreign students at accredited U.S. academic institutions. 

http://www.pmddtc.state.gov/
http://www.bis.doc.gov/
http://www.treasury.gov/ofac
http://www.uscis.gov/
http://www.ice.gov/

Homeland Security Investigations (HSI)

How to Respond to a Suspicious Contact

e Don’t slam the door

 Save all correspondence and make note of
phone calls

e Obtain contact numbers and e- mail with full
headers

e Keep It neutral

e Contact HSI Special Agents for a controlled and
monitored resrPonse

Qf U.S. Immigration

O@: and Customs
%/ Enforcement
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References

*  University of Oklahoma, Office of Export Controls
http://www.ou.edu/exportcontrols.html

*  University of Virginia, Office of Sponsored Programs
http://www.virginia.edu/sponsoredprograms/exportcontrols.html

*  University of California San Diego, Office of Contract and Grant Administration
http://ocga.ucsd.edu/Research/Export_Control/Overview.htm

»  Stanford University, Office of the Vice Provost and Dean of Research
http://export.stanford.edu/

*  MIT, Office of Sponsored Programs
http://osp.mit.edu/compliance/export-controls

*  University of Missouri, Research Compliance
http://research.missouri.edu/complia/export_exemption.htm

*  Carnegie Mellon, Office of Sponsored Programs
http://www.cmu.edu/osp/regulatory-compliance/export-compliance.html

*  University of Maryland, Office of Research Administration
http://www.umresearch.umd.edu/ORAA/export_control_guidance/

*  University of Central Florida, Office of Export Controls
http://www.research.ucf.edu/ExportControl/ofac.html
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Homeland Security Investigations (HSI)

Agent’s Name Here

Special Agent

Homeland Security Investigations (HSI)
Phone -

e-malil
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