Policy 1103
Responding to External Requests for Information

Date of Current Revision: February 2026
Responsible Officer: Assistant Vice President of University Communications

Secondary Responsible Officer: Executive Director of Planning, Analytics and
Institutional Research

PURPOSE

This policy provides the framework for university employees to respond to external
requests for information and documents in compliance with laws governing their
protection and provision.

. AUTHORITY

The Board of Visitors has been authorized by the Commonwealth of Virginia to govern
James Madison University. See Code of Virginia § 23.1-1600; § 23.1-1301. The board
has delegated the authority to manage the university to the president.

STATE OR FEDERAL STATUE AND/OR REGULARIONS

The university is constrained by federal and state laws, such as the Family Educational
Rights and Privacy Act (“FERPA”)(20 U.S.C. § 1232g; 34 CFR Part 99); Health
Insurance Portability and Accountability Act (“HIPAA”)( Pub. L. 104-191, 45 CFR Parts
160, 162, and 164); Virginia Freedom of Information Act (“FOIA”)(Code of Virginia § 2.2-
3700 et seq.); Virginia Government Data Collection and Dissemination Practices Act
(Code of Virginia § 2.2-3800 et seq.); Virginia Public Records Act (Code of Virginia §
42.1-76 et seq.)

DEFINITIONS

Confidential
Information that is defined by law as confidential, such as student educational records,
medical records, police records, legal records, and personnel records, among others.

Published Data
Information published each year by the Office of Planning, Analytics and Institutional
Research.

. APPLICABILITY

This policy applies to all employees who receive requests for records or information,
including data, from an external source.



5. POLICY

University offices and employees shall comply with all applicable laws regulating the
protection and provision of records and information in response to an external request
for information.

Employees will respond to requestors in a timely fashion and properly route requests to
the appropriate university official pursuant to procedure.

6. PROCEDURES

The below procedures govern the receipt and response to external requests for records
or information.

6.1 Freedom of Information Act (FOIA) Requests

a.

The university encourages, but does not require, submission of FOIA requests
according to the processes provided at JMU University Communication FOIA
page.

As required by FOIA, except as otherwise specifically provided by law, all public
records shall be open to citizens of the Commonwealth of Virginia,
representatives of newspapers and magazines with circulation in the
Commonwealth, and representatives of radio and television stations
broadcasting in or into the Commonwealth. FOIA requests may be submitted in
writing or orally, and do not need to explicitly reference the Freedom of
Information Act. Employees are responsible for recognizing a request for public
records as a FOIA request, and consulting with the FOIA officer for guidance as
needed.

Employees receiving a FOIA request must ensure documentation of at least the
following, whether contained in the request or obtained from the requester: the
specific request for information; the name and contact information of the
requester; and the date and time received.

Employees in receipt of a FOIA request shall immediately forward the request to
the university FOIA Officer via email at foia@jmu.edu.

Employees other than the FOIA Officer or designee shall not respond to FOIA
requests.

Employees shall promptly and accurately respond to requests from the FOIA
office to provide response cost estimates, gather requested records, and other
information.

The FOIA Officer shall ensure compliance with FOIA.

The Office of University Communications holds primary responsibility for
responding to external requests for university information from the media, and for
coordinating the university's response to FOIA requests.

6.2 Family Educational Rights and Privacy Act (FERPA) Requests

FERPA requests for records and information shall be handled in accordance with
Policy 2112, Student Privacy.

The Registrar's Office is responsible for coordinating the university's response to
requests for student educational records.


https://www.jmu.edu/news/foia/request-records.shtml
https://www.jmu.edu/news/foia/request-records.shtml
mailto:foia@jmu.edu
https://www.jmu.edu/jmu-policy/policies/2112.shtml

6.3 Health Insurance Portability and Accountability Act (HIPAA) Requests

HIPAA requests for records and information shall be handled in accordance with Policy
1343, HIPAA Compliance and Hybrid Entity Designation.

6.4 Employment Records

a. Requests for employment records will be handled in accordance with Policy
1316, Employee Records — Release of Information.

b. Human Resources is responsible for coordinating the university's response to
requests for employee records.

6.5 Court Orders and Litigation

a. Requests for information or documents by subpoena, summons, court order,
warrant, or similar instrument, or requests for comment on pending or anticipated
litigation shall be directed to the Office of University Counsel. Any employee of
the institution who receives a subpoena, summons, court order, warrant, or
similar instrument, or request for university comment regarding litigation must
immediately contact the Office of University Counsel in order to meet the timeline
for response under the law.

b. The Office of University Counsel will determine whether the order has been
validly issued and served, and whether the information/documents must be
released.

c. The university must comply with validly issued and served subpoenas, court
orders, and search warrants ordering records to be turned over to the court, or
the official issuing the order.

d. The university may inform subject individuals of such subpoenas, but is not
always required to do so.

6.6 Surveys and Questionnaires

a. Responses to questionnaires and surveys that require the compilation of
unpublished institutional data must be coordinated through the Office of
Planning, Analytics, and Institutional Research.

b. The University Fact Book, published each year by the Office of Planning,
Analytics and Institutional Research contains official University data. University
employees receiving such requests must use this publication as a primary source
of information for completing questionnaires and surveys before sending them to
the Office of Planning, Analytics and Institutional Research for review (see
Section 8, Exclusions).



https://www.jmu.edu/jmu-policy/policies/1343.shtml
https://www.jmu.edu/jmu-policy/policies/1316.shtml
https://www.jmu.edu/pair/ir/factbook/index.shtml

6.7 Purchases and Procurement Contracts

The Office of Procurement Services is responsible for coordinating the university's
response to requests for information concerning university purchases and procurement
contracts.

6.8 Alumni and Donor Records

The division of Philanthropy & Engagement is responsible for coordinating the
university’s response to requests dealing with alumni and donor records.

6.9 Other Requests

Other requests for information or documents shall be forwarded to the FOIA officer who
will determine whether the request is a FOIA request. If not a FOIA request, the FOIA
officer or designee will forward the request to the correct employee/office for handling.

7. RESPONSIBILITIES

All university offices and employees are responsible for forwarding requests for
information to the appropriate office for review and response or advice in responding to
the request.

All departments, offices and employees that generate, receive, or maintain public
records under the terms of this policy are also responsible for compliance with 1109 —
Records Management.

8. SANCTIONS

Sanctions will be commensurate with the severity and/or frequency of the offense and
may include termination of employment or expulsion from the university.

9. EXCLUSIONS

If a request for information can be answered in its entirety from the Fact Book, the
Undergraduate or Graduate Catalog, or other official university publication, it need not
be coordinated as described in this policy.

Offices and employees who routinely respond to public inquiries or requests are only
required to follow these procedures when the information requested is not typically
provided by them, or when there is uncertainty about whether the information may be
released.


https://www.jmu.edu/JMUpolicy/policies/1109.shtml
https://www.jmu.edu/pair/ir/factbook/index.shtml
https://catalog.jmu.edu/index.php?catoid=62
https://catalog.jmu.edu/index.php?catoid=63

10. INTERPRETATION

The authority to interpret this policy rests with the president and is generally delegated to
University Communications.

Previous Version: September 2015
Approved by the President: February 2026
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