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Survey

• How many organizations use the following Cloud Providers?

• Azure

• Google Cloud 

• Amazon Web Services

• How many organizations use two Providers?

• How many organizations use all three Providers?
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About Me

Brian Greidanus

bgreidan@telasasecurity.com

• 25 years of security and compliance experience delivering consulting 

and managed services to enterprises, governments, and education.

• Current focus:

• Strategic and technical consulting

• Cloud security architecture and assessment
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Scope of this Presentation

• Focus of this presentation is on 

security control trends at three 

major IaaS/SaaS cloud providers

• Amazon Web Services

• Microsoft Azure

• Google Cloud Platform

• If you attended presentation 

earlier this week focus was on 

key security controls in Microsoft 

365, which is Microsoft’s SaaS 

platform
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AWS IaaS Shared Responsibility Model

AWS Link

https://aws.amazon.com/blogs/industries/applying-the-aws-shared-responsibility-model-to-your-gxp-solution/
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Popular Topics not Directly Discussed in this Presentation

• Some popular topics that are not direct focus of this presentation

• “Zero Trust” Architecture - Implicit in almost all topics that we will discuss

• “Assume Breach” – assume even internal communication may be malicious

• Want to have controls at every interaction and boundary
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Popular Topics not Directly Discussed in this Presentation

• Two popular topics that are not direct focus of this presentation

• Artificial Intelligence – will continue to see AI ingrained in all aspects of 

security and audit

• Not a direct security control, so not a focus of this presentation
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General Cloud Security Control Trends

• Introduction

• Private Connectivity and Limiting External Exposure

• Security Monitoring Infrastructure

• Privileged Identity Management

• Security Guardrails

• Infrastructure As Code
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Comparing Offerings Across Cloud Providers

• https://cloud.google.com

/docs/get-started/aws-

azure-gcp-service-

comparison
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Introduction
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Introduction

• Continued massive growth in major cloud providers
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Introduction

• What is driving security control trends?

• Maturation – need to have equivalent functionality in cloud as on prem

• Treating cloud environments as extensions of physical networks

• How do we protect ourselves if a cloud provider is compromised?
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Private Connectivity and Limiting External Exposure
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Private Connectivity and Limiting External Exposure

• Private Connectivity to Cloud Endpoints

• Private Connectivity Between On-Premise and Cloud 

Environments

• Private Connectivity Between Cloud Resources
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Private Connectivity to Cloud Endpoints
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Security Problem Statement

• Administrators and users require ability to access cloud-based virtual machines.

• Historically, this access has required organizations to expose remote access 
services (most commonly SSH and Remote Desktop/Terminal Services) to the 
Internet.

• This makes the devices vulnerable to brute force attacks

• Additionally, since these devices can be created and spun up by developers, they 
may not have passwords that comply with organizational standards

• Cloud Service Providers have developed services to enable Virtual Machines over 
the Internet without assigning public IP addresses to the Virtual Machines. Azure 
Bastion provides Remote Desktop Protocol (RDP) and Secure Shell (SSH) access to 
Virtual Machines using TLS within a web browser. 
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CSP Solutions

• Cloud providers have services that permit remote access to cloud devices 
without exposure of services to the Internet
• Protects devices from brute force / password spray attacks
• Ensures that service provider level authentication is required prior to 

accessing devices

• From an auditing perspective, organizations should ensure that these 
services are used wherever possible.

• Solutions provide in-browser access to SSH / RDP services on virtual 
instances in cloud environments.
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Screen Shots of Azure Bastion
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Service References

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS Systems Manager 
Session Manager

AWS Systems Manager Session 
Manager

Microsoft Azure Azure Bastion Azure Bastion

Google Cloud Platform SSH-in-browser
Identity-Aware Proxy

SSH-in-browser
Identity Aware Proxy

https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://azure.microsoft.com/en-us/products/azure-bastion
https://cloud.google.com/compute/docs/ssh-in-browser
https://cloud.google.com/security/products/iap?hl=en
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Private Connectivity
Between On-Premise and Cloud Environments
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Security Problem Statement

• Organizations need to connect from on-premises network to Cloud Service 

Providers

• Connections have historically occurred via 

• API access

• Exposing services to the Internet

• VPN (All major cloud providers provide VPN services )
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Security Problem Statement

• As organizations move more services and infrastructure to cloud 

environments, cloud environments need to be treated as extension of 

corporate environment.

• High performance

• Dedicated, private connectivity

• Major cloud service providers all have services that address this issue.

• Data travels over a private connection rather than the public internet, 

reducing exposure to potential security threats, ensuring a private and secure 

pathway for your data to the cloud.
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CSP Solutions

• Cloud Service Providers have developed a mix of private connectivity solutions:

• Google

• Dedicated Interconnect – Direct connection to Google via colocation facilities

• Partner Interconnect – Private, high-speed connection to Google via Service 

Provider

• AWS DirectConnect

• Dedicated Connect (up to 400 GBPS)

• Hosted Connect

• Azure ExpressRoute



24

Similar Offerings Across Providers
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Service References

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS Direct Connect AWS DirectConnect

Microsoft Azure Azure ExpressRoute Azure ExpressRoute

Google Cloud Platform Cloud Interconnect Google Cloud Interconnect

https://aws.amazon.com/directconnect/getting-started/?pg=ln&sec=hs
https://azure.microsoft.com/en-us/products/expressroute
https://cloud.google.com/network-connectivity/docs/interconnect/concepts/overview
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Private Connectivity
Between Cloud Resources
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Security Problem Statement

• Standard mechanisms for interconnection between cloud services have been 

complex.

• Let’s say we wanted to add a database to an Azure environment to begin 

storing customer data. We would need to:

1. Enable service endpoint on subnet(s)

2. Configure multiple SQL firewall rules 

3. Update NSG rules for outbound traffic

4. Manage DNS resolution and potential region issues

5. Repeat for each VNet requiring access



28

Security Problem Statement

• In many instances, connections between services requires access to public 

APIs, use of public IP addresses

• Management of resources can become complex

• Service complexity can lead to security misconfigurations, inadvertent 

resource exposures
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Azure Solution – Private Links / Private Endpoints

1. Create private endpoint for SQL Database   

• Automatically registers DNS entries

• Creates network interface in VNet with private IP

• Networking managed by Microsoft

• The most significant simplification is eliminating the need to manage service 

endpoints, firewall rules, and complex networking configurations while 

gaining true private connectivity. Your SQL server now appears as if it's 

directly deployed in your VNet with a private IP address.
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Service Names in Different Cloud Environments

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS PrivateLink

Microsoft Azure Azure Private Link Private Links vs Private Endpoints

Google Cloud Platform Private Service Connect Google Private Service Connect

https://medium.com/@mbnarayn/demystifying-azure-private-link-private-endpoints-and-service-endpoints-7b309ba96fa1
https://cloud.google.com/private-service-connect?hl=en
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Security Monitoring Infrastructure
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Azure and AWS Logging to send to Splunk
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Security Problem Statement

• Complexity involved to get logs out of cloud environments

• Enterprise policies require using industry standard Infrastructure as Code 
tools and processes for production cloud deployments

• Ensuring that when new resources are created that they implement desired 
control set (familiar – we are solving a similar problem as GuardRails)

• There are multiple ways to deploy infrastructure as code in cloud providers – 
every provider has custom solution, and Terraform is widely adopted as 
industry standard
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Service Names in Different Cloud Environments

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services

Microsoft Azure

Google Cloud Platform
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Security Guardrails
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Security Problem Statement

• Enforcement of consistent configuration

• Reducing likelihood of user error

• Ensuring that when new resources are created that they implement desired 

control set
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Types of Guardrail Controls

• Preventive – Do not permit this setting to be put in place

• Detective – Notify when this setting is in place

• Corrective – Implement correct setting when incorrect setting is detected.
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Different Guardrails across Providers

• Azure

• Azure Policy

• AWS

• AWS Config

• AWS Control Tower

• AWS Organizations Service Control Policies

• GCP

• Organization Policy Service



40

Azure Policy – Audit Private Link Implementation

• Detective Controls - Built In Azure 

Policies audit if Azure Private Link 

is in use.
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Azure Policy Initiative – Public Access to SQL Servers Should be Disabled

• Preventive Controls – 

Deny creation of 

resources that are not 

in compliance
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Azure Policy Initiative – Enable Logging for SQL Databases

• Corrective Control – if 

the correct setting is not 

enabled, it is turned on – 

‘DeployIfNotExists’.
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Managing Large Numbers of Policies

Azure Policy Initiatives – policy groupings aligned to regulatory/guidance 

frameworks or security concepts. Example Policy Initiatives presented below:
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AWS Config + AWS Service Control Policies – Similar Capabilities to Azure Policy

• AWS Config are detective controls

• AWS Config is a service that enables assessment, auditing, and evaluation 

of AWS resource configuration.

• AWS Config continuously monitors and records AWS resource configurations 

and automatically evaluates recorded configurations against desired 

configurations.

• AWS Service Control Policies are preventive controls.

• SCPs act as guardrails by defining the maximum permissions available to accounts in 

AWS organization.

• SCPs work by explicitly denying access to services and actions that fall outside 

governance boundaries, preventing users from performing unauthorized actions 

before they happen.



45

AWS Config Has Similar Approach – Called Conformance Packs

Examples of Conformance Packs for AWS presented:
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AWS Config Has Similar Approach – Called Conformance Packs

Conformance Pack Outputs:
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AWS Config Has Similar Approach – Called Conformance Packs

AWS has more flexibility in remediation actions for violations – ability to build 

custom automated or manual responses
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AWS Config Has Similar Approach – Called Conformance Packs

AWS has more flexibility in remediation actions for violations – ability to build custom responses
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Service Control Policy – Preventive Examples

Service Control Policies are preventive controls – some examples
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Service Names in Different Cloud Environments

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS Config
Service Control Policies

Microsoft Azure Azure Policy

Google Cloud Platform Organizational Policy 
Service
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Infrastructure as Code
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Security Problem Statement

• ClickOps does not scale

• Enterprise policies require using industry standard Infrastructure as Code 
tools and processes for production cloud deployments

• Ensuring that when new resources are created that they implement desired 
control set (familiar – we are solving a similar problem as GuardRails)

• There are multiple ways to deploy infrastructure as code in cloud providers – 
every provider has custom solution, and Terraform is widely adopted as 
industry standard
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Infrastructure as Code in Azure – Terraform Example

Terraform Provider 

for Azure

https://registry.terraf

orm.io/providers/ha

shicorp/azurerm/lat

est/docs
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Example Terraform 

Module for 

creation of Azure 

Storage Account

Infrastructure as Code in Azure – Terraform Example
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Build Module Sets in Terraform

Sets of Terraform Modules 

for large environments
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How does Terraform code get deployed?

Think about 

software 

development 

pipelines, as in this 

example

Software 

Deployment 

Pipeline Example

https://www.c-sharpcorner.com/article/automate-code-deployment-and-infrastructure-provisioning-on-azure-using-terrafor/
https://www.c-sharpcorner.com/article/automate-code-deployment-and-infrastructure-provisioning-on-azure-using-terrafor/
https://www.c-sharpcorner.com/article/automate-code-deployment-and-infrastructure-provisioning-on-azure-using-terrafor/
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Deployment of Infrastructure as Code

Infrastructure as 
Code deployed in 
a similar manner

https://developer.
hashicorp.com/te
rraform/tutorials/
aws-get-
started/infrastruc
ture-as-code
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IAC/Terraform not just for Infrastructure

Terraform can be used to deploy 

Entra ID as well as Microsoft 

Power Platform

https://learn.microsoft.com/en-

us/business-

applications/playbook/enterpris

e-solutions/power-platform-

terraform-provider/
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Example 

configuration 

settings for 

SharePoint Online 

sharing

https://microsoft36

5dsc.com/resource

s/sharepoint/SPOS

haringSettings/

Configuration as Code in M365 – Microsoft365 DSC Example
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Service References

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS Cloud Formation

Terraform

Microsoft Azure Azure Resource Manager

Bicep

Terraform

Google Cloud Platform Infrastructure Manager
(replacement for Cloud 
Deployment Manager)

Terraform

Infrastructure Manager

https://cloud.google.com/infrastructure-manager/docs/overview
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Privileged Identity Management
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Privileged Identity Management

• Privileged Identity Management (PIM) provides Just-in-time (JIT) privileged 
access to privileged roles. PIM helps to mitigate the risk of excessive, 
unnecessary, or misused access rights.

• Wherever possible users should authenticate to Entra ID without any role 
assignments. PIM should then be used to elevate privileges for necessary 
activities. Service accounts should be excluded from PIM requirements.
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Use minimum permissions for role-based activity

• Users should be granted minimum roles necessary to accomplish tasks in 
PIM and only use privileges when required.

• For instance, a user who reviews security information day to day, but may 
occasionally perform more sensitive tasks, such as managing named 
locations should be eligible for two roles – Security Reader and Security 
Administrator. For their day-to-day role, the Security Reader role should 
be utilized, and the Security Administrator role should be utilized only 
when necessary.
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Privileged Identity Management

• Using Conditional Access authentication context, users who are eligible 
for a role in PIM can be required to satisfy Conditional Access Policy 
requirements prior to elevation. For example, certain roles could only be 
assumed from a specific IP address, or must use specific authentication 
methods, or require an Intune compliant device.

• AUDIT CHECK: All users granted eligible roles in PIM should be reviewed 
regularly to confirm that role eligibility remains appropriate.
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PIM Authentication Contexts

65

Require specific MFA 

authentication for 

specific elevations in 

PIM (e.g., Global admin 

needs to have FIDO key, 

can only elevate from 

specific location):
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Service Names in Different Cloud Environments

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services

Microsoft Azure Privileged Identity 
Management

Google Cloud Platform
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Preconfigured Landing Zones
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Preconfigured Landing Zones

• Landing Zones – preconfigured, compliant environments for organizations to 

develop resources:

• Azure Landing Zones

• AWS Control Tower

• GCP Organizational Policy Service
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Azure Landing Zone Example

• Policy enforcement at 

each level of the 

Landing Zone
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Azure Landing Zone Example

Scenario where a new landing zone subscription is provisioned and placed in the "corp" 
management group. DINE and Modify policies then take the following actions for the landing 
zone subscription:

• Enable Microsoft Defender for Cloud. Configure Defender for Cloud exports to the central 
Log Analytics workspace in the management subscription.

• Enable Defender for Cloud for the different supported offerings based on the policy 
parameters configured on the policy assignment.

• Configure the Azure Activity logs to be sent to the central Log Analytics workspace in the 
management subscription.

• Configure the diagnostic settings for all resources to be sent to the central Log Analytics 
workspace in the management subscription.

• Deploy the required Azure Monitor agents for virtual machines and Azure Virtual Machine 
Scale Sets, including Azure Arc connected servers. Connect them to the central Log Analytics 
workspace in the management subscription.
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AWS Control Tower Example

• Policy enforcement at 

each level of the 

Landing Zone
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Service Names in Different Cloud Environments

Cloud Provider Service Name URL to Service Documentation

Amazon Web Services AWS Control Tower

Microsoft Azure Azure Landing Zones

Google Cloud Platform
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Putting the Components Together
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Reference Environments

• We will review an environment that puts together most of the pieces that we 

discussed today.
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Reference AWS Environment

(1) 

Infrastructure 

as Code
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Reference AWS Environment

(2) Creates 

Landing Zones
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Reference AWS Environment

(3) Deploys Guardrails
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