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Card Services 

Security/Password Procedures

1. Disciplinary actions for misuse of hardware, software or data processed on the CS Gold System will follow Policy No. 1207 of the James Madison University Policy and Procedures Manual.

2. Card Services will be responsible for disaster recovery of main system in the event of a Rose Library/Massanutten Hall building disaster as outlined in the Disaster Recovery Plan on file in the Card Services Procedure Manual.

3. Backup and Recovery plans are the responsibility of departments using the system in the event of a disaster in their respective areas. Card Services will be responsible for all transactions reported to the system using proper established procedures of all off line transactions.

4. It is the responsibility of the user who modifies account balances to insure accuracy. Precautions must be taken at all times to insure the security of your computer or point of sale system.

5. Card Services will provide access to the CS Gold system from 0700 to 0300 the next business day, seven days a week. This will allow for daily maintenance and report generation from 0300 to 0700 each day. The system will continue to function normally during this time.

6. Card Services will provide customer support on a 24-hour basis. You may use the pager to reach the Card Services Technical Support on call person. Your call will be returned within 15 minutes. If needed, a representative will be onsite within one hour or within 24 hours depending upon the negotiated service agreement.

7. Persons knowing of possible unauthorized use of passwords, equipment, or system information should notify their Department Head or Card Services immediately for appropriate action.

Password Security

1. Each authorized user will be given access the CS Gold system. Each user of the Gold system is required to submit a written or emailed password request. This will allow Card Services to analyze the needs and justify the issuance of a password. When active users leave James Madison University, either through termination, reassignment, or retirement, it is the responsibility of the Supervisor to notify Card Services immediately. The user’s account will be immediately locked and all access to the system will be ended. If a replacement employee is hired, he/she will submit a new password request via email or written note and standard procedures will be followed.

2. Any University employee that receives a password on the CS Gold system must log off the system if they leave the immediate vicinity of the computer used to login to CS Gold. Leaving the computer unattended and logged in to CS Gold could result in system privileges being revoked by Card Services. Disciplinary action could also be imposed at the University’s discretion, as this is a violation of Policy # 1207 of James Madison University’s Policy and Procedure manual.

3. Card Services is responsible for maintaining the user accounts including user group level access to resources on the CS Gold system. The passwords are connected directly to the JMU IT Active Directory accounts; your login and password will be the same as your email access. Accounts can also be locked after four failed login attempts (wrong password entered). The lockout period is 1 day.

4. Password complexity and reuse limits are enforced via the JMU AD connection. 
5. Every 90 days, users will receive an email from Card Services (cardsrvc@jmu.edu) asking them to login to Card Services Admin Web page and select flag 103. Any user that does not select the flag within 10 business days will have his/her account disabled. A new form will be required for future access to our services.

6. Users that change departments are required to submit an email to the Card Services Administrator denoting the change. If access to our services is still warranted, a new form will need to be processed. 

Justification section 
Please write in why you need access to Card Services information
(Password Request will not be processed without justification)

** Please print name then sign. NO ELECTRONIC SIGNATURES. Incomplete or illegible forms will not be processed.** 
Name ______________________________________________________


Signature ________________________________________________        Date ______________ 
Supervisor Name______________________________________________
Supervisor Signature __________________________________________  Date ______________
Affiliate Sponsoring Dept. Signatory Name:  __________________________________________ 
Signature: ___________________________________________________ Date _______________

                                                                        (Internal Use Only)

Card Services Data Custodian ___Heather Wilharm________________________________

Custodian Signature ____________________________________________Date ______________
Please return to Card Services System Administrator, Nathan Gray, at MSC 5736

ID Number: ______________ . Reason for Access: __________________





____________________________________________________________
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