JMU Wireless Network

Configuration for
Mac OS X 10.7 “Lion”

Screenshots in this guide were created with Mac OS X 10.7.0.

Please note that Mac OS X 10.7 is not yet supported by the Computing
HelpDesk and that this document is provided as a self-help reference only.

Connecting

To join the wireless network, first click on the Wi-Fi Menu in the Menu Bar.
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From the Wi-Fi Menu, select JMU-Official-Wireless.
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You then will be prompted for your user name and password.
Enter your e-ID and password, then click on OK.
It is highly recommended that you uncheck the box next to Remember this

network as it will cause Mac OS X to save your user name and password in a
way that could cause it not to reconnect when your password changes.

r

< The Wi-Fi network “JMU-Official-Wireless"
— requires WPA2 enterprise credentials.

Username: |

Password:

| Show password
| Remember this network

(2) . Cancel | Join
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Mac OS X will then prompt you to accept the authentication server’s certificate
to initiate encryption. This keeps your e-ID and password safe.

To accept the certificate permanently, click on Show Certificate.

000 Verify Certificate

—_ Authenticating to network "JMU-Official-Wireless"

] ‘ Before authenticating to server “radius.jmu.edu”, you should examine the
l @ server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

(2) M . Cancel | | Continue |

The Verify Certificate window will then expand to show information about the
certificate. The certificate will be for radius.jmu.edu, issued by Thawte SSL CA.

The box next to Always trust “radius.jmu.edu” should already be checked.
Click Continue.

‘0.0.0 Verify Certificate

Authenticating to network "JMU-Official-Wireless"

' : Before authenticating to server “radius.jmu.edu”, you should examine the
l @ server's certificate to ensure that it is appropriate for this network.

To view the certificate, click 'Show Certificate'.

@I Always trust “radius.jmu.edu”

] thawte Primary Root CA
“ =] Thawte SSL CA
“ ° radius.jmu.edu

TS radius.jmu.edu
Sovdirnd Issued by: Thawte SSL CA
— Expires: Friday, June 29, 2012 7:59:59 PM Eastern Daylight Time
@ This certificate is valid

p Trust
p Details

(?) | Hide Certificate | ' Cancel | [Continue ]
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Mac OS X will then attempt to modify the certificate’s trust settings in your login
keychain and ask for your password.

To unlock your login keychain and trust the certificate, enter the username and
password you use on your computer and then click Update Settings.

If you do not wish to do this, click Cancel. Your computer will continue
connecting to the wireless network but you will be prompted to accept the
certificate every time you connect in the future.
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p Trust
p Details
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You are making changes to your Certificate
Trust Settings. Type your password to allow
this.

Name: [

Password:

| Cancel | | Update Settings |

radius.jmu.edu

Issued by: Thawte SSL CA
Expires: Friday, June 29, 2012 7:59:59 PM Eastern Daylight Time

@ This certificate is valid

Hide Certificate | | Cancel | | Continue |
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The Wi-Fi Menu icon will change to animated mix of gray and black lines while
your computer to connects to the wireless network and acquires an IP address.
This may take several seconds.
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After successfully connecting, the Wi-Fi Menu icon will no longer be animated,
with black lines indicating how strong the wireless signal is. This may vary
depending on your location.
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To verify your connection to the wireless network, click on the Wi-Fi Menu and
see that JMU-Official-Wireless is checked.
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Reconnecting

If your Mac has previously connected to the JMU-Official-Wireless network, it
may automatically attempt to join it again after waking from sleep or logging back
in. In this case, you will see the following login window.

Enter your e-ID and password, then click on OK.

. Enter a name and password for network
‘/ 11 2 2 "
=1 'JMU -Official-Wireless

Account Name:
1 |

Password:

@] Remember this information

| Cancel | [ OK J
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Troubleshooting

If your Mac cannot connect to the wireless network, even with a correct e-ID and
password, it may be necessary to remove any previous usernames and passwords
that Mac OS X may have saved.

First, click the Finder icon in the Dock.

Then click the Go menu in the Menu Bar.

8 Finder File Edit View Window Help

Enclosing Folder %t

=l All My Files - $8F
7 Documents 380
4 Desktop 4 #D
& Downloads L
& Home {3H
= Computer 0 8C
@ AirDrop %R
@ Network 38K
£l iDisk I
7\ Applications O 38A
% Utilities 38U
Recent Folders =
Co to Folder... 0 ¥8GC
Connect to Server... 3K
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Click Utilities from the Go menu.

8 Finder File Edit View 3 Window Help

Enclosing Folder SGT

=l All My Files {38F
7 Documents %0
4 Desktop 4 #D
& Downloads L
& Home {3H
= Computer ¢ 38C
@ AirDrop %R
@ Network {0 #8K
=l iDisk I
7\ Applications O 38A
J& Utilities 08U
Recent Folders -
Co to Folder... ¢ 38G
Connect to Server... 3K

This will display the Utilities folder. Double-click on the Keychain Access icon.
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% Applications ' ;
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This will launch the Keychain Access application.

8 00 Keychain Access
Keychains
W Apple Persistent State Encryption
a System w, Kind: application password

Account: Window Bitmap Encryption
Where: Apple Persistent State Encryption
Modified: Yesterday, 2:41 PM

T System Roots —

'Date Modified ' Expires | Keychain
/-« Apple Persistent State Encryption application password Yesterday, 2:41 PM -- login
A JMU-Official-Wireless 802.1X Password Yesterday, 3:51 PM - login
B radius.jmu.edu certificate - Jun 29,2012 7:59:59 PM  login
Tgorv ] thawte Primary Root CA certificate - Jul 16, 2036 7:59:59 PM  login
MT Thawte SSL CA certificate - Feb 7, 2020 6:59:59 PM login

.. Passwords

Secure Notes
E] My Certificates
® Keys
Certificates

Make sure the login Keychain is selected on the far left and click on the row
starting with JMU-Official-Wireless.

® 00 Keychain Access

W JMU-Official-Wireless
s Kind: 802.1X Password
Account: daviswr

Where: com.apple.network.eap.user.item.wlan.ssid JMU-Official-Wireless
Modified: Yesterday, 3:51 PM

& System
T System Roots F e

_ Kind 'Date Modified |Expires |Keychain
,ﬁg Apple Persistent State Encryption application password Yesterday, 2:41 PM - login
JMU-Official-Wireless 802.1X Password Yesterday, 3:51 PM login
[} radius.jmu.edu certificate - Jun 29,2012 7:59:59 PM  login
TQOW &) thawte Primary Root CA certificate - Jul 16, 2036 7:59:59 PM login
W Thawte SSL CA certificate - Feb 7, 2020 6:59:59 PM login

L. Passwords

Secure Notes
] My Certificates
® Keys
[Z] Certificates

http://www.jmu.edu/computing/desktop/wireless/


http://www.jmu.edu/computing/desktop/wireless/
http://www.jmu.edu/computing/desktop/wireless/

Click the Edit menu in the Menu Bar.

Keychains
& login
& System
T System Roots

Category

% All ltems

L. Passwords
Secure Notes

] My Certificates
® Keys
[Z] Certificates

/A Apple

0
[} radius
] thawte
Thawte

Undo

Redo 08z
Cut #X
Copy #8C
Copy Password to Clipboard ©08C
Paste ®’V
Delete <&
Select All #A
Keychain List XL

Change Settings for Keychain “login”...

Change Password for Keychain "login”...
Find X $F

Special Characters... 8T

— :

ficial-Wireless

led |Expires | Keychain
2:41 PM - login

3:51 PM login

Jun 29, 2012 7:59:59 PM  login
Jul 16, 2036 7:59:59 PM  login
Feb 7, 2020 6:59:59 PM  login
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4 All ltems
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Secure Notes

E] My Certificates
® Keys
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S

/A Apple |

B radius.
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Undo ¥z
Redo 0¥z
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Copy #8C
Copy Password to Clipboard 0 %8C

Paste

Keychain List 8L
Change Settings for Keychain “login”...

Change Password for Keychain “login”...
Find #F

Special Characters... X8T

— :

ﬁ“"'“""'“‘
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led Expires |Keychain
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You will be prompted to confirm deletion of the JMU-Official-Wireless password.

Click the Delete button to continue.

Help

Keychain Access

Keychains
& login Are you sure you want to delete “JMU-
& System .A - Official-Wireless” from the login
T System Roots - \ keychain?
Name [ Cancel ] M xpires |Keychain
s Apple Py - login
A IMU- . . - login
B radius.jmu.edu certificate - Jun 29,2012 7:59:59 PM  login
Category | ] thawte Primary Root CA certificate - Jul 16, 2036 7:59:59 PM  login
A Alltems | Thawte SSL CA certificate - Feb 7, 2020 6:59:59 PM  login

.. Passwords
Secure Notes
E] My Certificates
® Keys
Certificates

Keychain Access

_ Keychains |
& login — radius.jmu.edu
Certifeate
& System ondont . Issued by: Thawte SSL CA
) System Roots Expires: Friday, June 29, 2012 7:59:59 PM Eastern Daylight Time

© This certificate is marked as trusted for this account

|Kind |Date Modified |Expires |Keychain
,ég Apple Persistent State Encryption application password Yesterday, 2:41 PM - login
E% radius.jmu.edu certificate - Jun 29, 2012 7:59:59 PM  login
&) thawte Primary Root CA certificate - Jul 16, 2036 7:59:59 PM login
Category Thawte SSL CA certificate - Feb 7, 2020 6:59:59 PM login
4 All ltems

. Passwords
Secure Notes
E] My Certificates
© Keys
Certificates

You may now close Keychain Access and attempt to connect to the wireless

network.
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