WeNet    (Ethics case for the 2011 Thomas J. Masterson Ethics Essay Competition)


Just three months into his first job with WeNet, a hugely popular social networking website, Paul sits in his office a bit stunned. Fresh from his college graduation, several thoughts are swirling through his head as he contemplates what just happened. 
Paul has just returned to his office after a meeting with his boss, Sandra. Paul views Sandra as a great boss – she’s a good listener, is competent both as a manager of people and with technology, and has been a helpful mentor to Paul and others. Normally calm and patient, Sandra today seemed anxious and jumpy. 
Paul flashes back to what happened. Just fifteen minutes earlier, Sandra summoned Paul to her office and handed him a 2-inch thick package of papers with a top sheet marked with the words “Personal and Confidential.”  She then handed Paul a hand-written note with a man’s name and residential address and asked him to put together a FedEx package. “Can you do this in the next hour?” she asked Paul. Paul takes the package from Sandra and quickly says to her, “Sure, no problem.” 
As Paul returned to his office to get his jacket, he accidentally bumped into a file cabinet next to the door, causing him to drop the package and scatter the documents on his office floor.  Stooping down to begin picking up the documents, Paul then realized he needed to put the documents back in the same order that Sandra had originally had them. 
The first document he picked up was a cover letter. It should probably go just after the “Personal and Confidential” top sheet, Paul reasoned to himself. Barely scanning the cover letter, he noticed that it was addressed to the CEO of WeNet’s major competitor. “Hmm, that’s odd,” he thought to himself. His curiosity aroused, Paul skimmed the short cover letter. In it, Sandra mentions something about how the enclosed data “should be quite damaging to WeNet.” Paul thought to himself, “What’s going on here!”

While collecting the remaining documents, he quickly glanced towards his door to see if Sandra happened to be walking by. Not seeing anyone, he took a minute to look through a few more documents. Damaging indeed! One document provided details about how WeNet has been making millions of dollars each month by selling customer information – without customer consent – to hundreds of other internet-focused companies, most of which use the information purchased from WeNet to send hoards of advertisements to WeNet customers each year. Another document stated that some of the very same companies were under investigation by the FBI for violations of privacy laws. 
Paul sat down at his desk and slowly began putting together the FedEx package that Sandra asked him to create just a few minutes earlier. Paul breathed deeply and wondered why his supervisor would be doing this and what the potential consequences might be if this information became public. 

As he contemplated all of this, Paul realized he was shaking in his chair. He anxiously thought to himself, “What should I do now?”
